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Motivation

Åfeatures of radio communication

ſsignal propagation

ſeasy access to transferred information

Åspread of 802.11 networks

ſcover inner area with signal

ſoutdoor area, substitution for fixed connection

ÅHW and SW availability

ſtraffic analysis

ſattacks
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IEEE 802.11

Åset of standards for wireless local area networks 
(WLAN) 

Åradio band 2,4 a 5 GHz

Å2,4 GHz

ſ802.11 (1997) ï2 Mb/s

ſ802.11b (1999) ï11 Mb/s (DSSS) 

ſ802.11g (2003) ï54 Mb/s (OFDM)  

Å5 GHz

ſ802.11a (1999) ï54 Mb/s (OFDM)  
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Security mechanisms in 802.11 networks

ÅWEP (Wired Equivalent Privacy) 

ſ64b, 128b

ſ256b, WEP+, WEP2

Å802.11i

ſWPA (WiFi protected access) ïpartial 
implementation of 802.11i

ſWPA2 ïfull standard 802.11i
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WEP

Åobsolete algorithm in original 802.11

Åweaknesses allowed easy attack on connection 
secured by WEP

Åuses

ſstream cipher RC4 for data confidentiality

ſchecksum CRC-32 for data integrity
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WEP

Å64b WEP ï40b key and 24b initialization vector

Å128b WEP ï104b key and 24b
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WEP
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WEP authentication

ÅOpen System 

ſno authentication

ſeach client can connect to access point (AP) 
independently on WEP keys 

ſafter association with AP is WEP used for 
ciphering data frames

ÅShared Key

ſWEP is used for authentication

ſ4-way challenge-response handshake
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Shared Key

Å1. client sends to AP authentication request

Å2. AP sends back plain challenge

Å3. client ciphers challenge using pre-set WEP 
key and sends back

Å4. AP decipher and compare with plain 
challenge -> accepts or rejects

Åafter authentication is WEP used for ciphering 
data frames
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WEP problems

Åreusing the same initializing vectors and keys

ſexhausting state space

ſnot defined way of choosing IV

ſkey is changing rarely or never

Åusing CRC ïpossibility to alter message

Åshared key authentication

ſworse then open system 

ſhandshake offers additional information to 
attacker

Åfailed in three security goals
ſdata confidentiality, message integrity, authentication
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WPA

ÅWiFi Protected Access

ſsubstitution for WEP

Åimplements part from the 802.11i standard

Åtemporary solution while preparation 802.11i

Åfunctionality on old HW after FW upgrade

Ådata ciphering with stream cipher RC4

ſ128b key, 48b initialization vector

ÅTKIP ïTemporal Key Integrity Protocol

ſdynamic key change for each packet (collision attack)

ſpacket serial number (replay attack)
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WPA

Ånew algorithm for verifying integrity 
ſCRC replaced by MIC (message integrity code) ï

based on algorithm Michael
ſincludes frames counter (replay attack) 

Åweakness in algorithm Michael 
ſTKIP blocks network traffic for a minute in case 

of detection 2 frames, which didnót passed 
integrity check, then network restart, generating 
new keys and reauthentication 

ÅWPA tries to maximize utility while maintaining 
functionality on old devices
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WPA2

Åfull implementation of 802.11i

Åuses CCMP (Counter Mode with Cipher Block 
Chaining Message Authentication Code 
Protocol)

ſbased on block cipher AES

ſhandles key management, message integrity

Åfrom 2006 compulsory  for all devices ĂWiFi 
certifiedñ

Åconsidered secure
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WPA and WPA2

Åtwo modes

ſPSK (pre-shared key) 
¶for household/small environment

¶passphrase 8-63 ASCII chars or 64 hexa no. (256b) 

ſEAP (Extensible Authentication Protocol) 
¶huge environment 

¶802.1x authentication (EAP over LAN) 

¶authentication towards RADIUS server

¶secure key negotiation for TKIP or CCMP
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Case study

Åverify security protocols support in todayós 
devices, impact of these protocols on throughput 

Åchosen devices

ſclients
¶Zcomax WA2204A

¶Ovislink WL 5460AP

¶UBNT Nanostation 2

ſAP
¶Mikrotik RB 333

ſtraffic generation
¶2x Mikrotik RB600
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