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Motivation

Afeatures of radio communication

[ signal propagation

[ easy access to transferred information
Aspread of 802.11 networks

[ cover inner area with signal

[ outdoor area, substitution for fixed connection
AHW and SW availability

[ traffic analysis

[ attacks
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IEEE 802.11

Aset of standards for wireless local area networks
(WLAN)

Aradio band 2,4 a5 GHz

A2,4 GHz

1 802.11(1997) i 2 Mb/s

' 802.11 (1999) i 11Mb/s (DSSS)

' 802.11g (2003) i 54 Mb/s (OFDM)

A5 GHz
[ 802.11a (1999) i 54 Mb/s (OFDM)
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Security mechanisms in 802.11 networks

AWEP (Wired Equivalent Privacy)
[ 64Db, 128b
[ 256b, WEP+, WEP2

A802.11

[ WPA (WIFI protected access)i partial
Implementation of 802.11

[ WPA2 1T full standard 802.11




R,

Aobsolete algorithm in original 802.11

Aweaknesses allowed easy attack on connection
secured by WEP

Auses
[ stream cipher RCA4 for data confidentiality
[ checksum CRG 32 for data integrity
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WEP

A64b WEPT 40b key and 24b initialization vector
A128b WEPT 104b key and 24b

keystream

IV + key —= |RC4 | —= [ 0 | 1 ‘9‘1
seed &

Plain text - 1‘1‘@‘(}

oo+

Cipher text -




| nitialization ‘

YVector {1V)

WER ey ——

Flaintext L

WEF Key

Cipher

I E—

> R
Seed B Key Stream
" g PRNG > Cipher
@ ] fext
|
CRC-32
Integrty Chedk Value (1CY)
hessane
ey
seed R d Sream H airtest
" PRNG [T "
&%
@ |rtegr ity algonthm —e TEE

tet

hWlessane

|G




S —
WEPauthentication

AOpen System
[ no authentication

[ each client can connect to access point (AP)
Independently on WEP keys

[ after association with AP i1s WEP used for
ciphering data frames

AShared Key
[ WEP Is used for authentication
[ 4-way challengeresponse handshake
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Shared Key

A1 client sends to AP authentication request
A2. AP sends back plain challenge

A3. client ciphers challenge using pre-set WEP
key and sends back

A4. AP decipher and compare with plain
challenge -> accepts or rejects

Aafter authentication is WEP used for ciphering
data frames
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WEPproblems

Areusing the same initializing vectors and keys
' exhausting state space
' not defined way of choosing IV
' key Is changing rarely or never
Ausing CRCi possibility to alter message
Ashared key authentication

[ worse then open system

[ handshake offers additional information to

attacker

Afailed in three security goals
[ data confidentiality, message integrity, authentication
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WPA

AWIFi Protected Access
[ substitution for WEP

Al
At

mplements part from the 802.11 standard
emporary solution while preparation 802.11

Afunctionality on old HW after FW upgrade
Adata ciphering with stream cipher RC4

A-

- 128b key, 48b initialization vector

'KIP T Temporal Key Integrity Protocol
- dynamic key change for each packefcollision attack)

| packet serial number (replay attack)
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WPA

Anew algorithm for verifying integrity

[ CRC replaced by MIC (messagentegrity code)
based on algorithm Michael

[ Includes frames counter (replay attack)
Aweakness in algorithm Michael

[ TKIP blocks network traffic for a minute in case
of detection2f r a me s, whi ch di dn
Integrity check, then network restart, generating
new keys and reauthentication

AWPA tries to maximize utility while maintaining
functionality on old devices
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WPA?

Afull implementation of 802.11
Auses CCMP (Counter Mode with Cipher Block
Chaining Message Authentication Code
Protocol)
[ based on block cipher AES
[ handles key management, message integrity
Afrom 2006 compul sor vy for al
certi fi1 edn

Aconsidered secure
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WPA and WPA

Atwo modes

[ PSK (pre-shared key)
{ for household/small environment
1 passphrase8-63 ASCII chars or 64 hexa no. (256b)
[ EAP (Extensible Authentication Protocol)
f huge environment
11 802 .1x authentication (EAP over LAN)
{ authentication towards RADIUS server
| secure key negotiation for TKIP or CCMP




Case study

Averify security protocol
devices, impact of these protocols on throughput

Achosen devices

[ clients

1 Zcomax WA2204 A

9 Ovislink WL 5460AP

T UBNT Nanostation 2

[ AP
{ Mikrotik RB 333

[ traffic generation g
T 2x Mikrotik RB600
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