Stefan Berthold

Faculty of Computer Science
Technische Universitat Dresden
01062 Dresden, Germany

September 5, 2008




Disclosure At-
tack scenario

Representation
of instances

Reversing the
construction

Construction Complexity of
of instances PEDPBDDD the problem




Outline

Disclosure At-
tack scenario

Representation

Reversing the
of instances

construction

Clique, Inde-

pendent Set

Construction Complexity of
of instances the problem

Stefan Berthold (TU Dresden) Disclosure Attacks in Polynomial Time September 5, 2008 2/18



Disclosure Attack Problem Statement

Intersection Attack & Disclosure Attack

Symbol
S1 T1 ympbols .
/ @ S; — subjects
S5 MIX T @ T; — targets

L/
/

@ T, — honeypot

T
53 3 @ 51,53 — target persons
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Disclosure Attack Representation

Graph & Table Representation

Az As
a other persons
X Ni---
X x Ny
Al A4 X X N3 .
X N4 .
X X Ns
x x Ng
As As
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Disclosure Attack Known NP-complete Problems
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Disclosure Attack

Known NP-complete Problems

Clique Problem
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Disclosure Attack Known NP-complete Problems

Clique Problem
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Disclosure Attack Known NP-complete Problems

Disclosure Attack & Clique
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Disclosure Attack Known NP-complete Problems

Disclosure Attack & Clique
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Disclosure Attack Known NP-complete Problems

Independent Set Problem
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Disclosure Attack Problem Instances
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Disclosure Attack Problem Instances

How to Create Problem Instances

Step 1) Step 2)
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NP-completeness Reductions

The Proof of NP-completeness Fails!

oXx

{x,y} {x,z} A{y z}

yo oz
Clique problem

y z
Inverse graph

A
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NP-completeness Greedy-Strategies

Greedy is No Good Strategy
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Reversing the Construction

Approaching an Efficient Algorithm
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Approaching an Efficient Algorithm

Target Persons in Graph Representation

Reversing the Construction
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Approaching an Efficient Algorithm

Target Persons in Graph Representation

Reversing the Construction
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Reversing the Construction Approaching an Efficient Algorithm

Seeking Targets in Table Representation
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Thanks for your attention!
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