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Outline

• Peer-to-Peer (P2P) systems

• New generation P2P applications

• Challenges of Information Privacy

• Some privacy issues in social networks today and in  new 
generation P2P applications

The Future of Identity in the Information Society The Future of Identity in the Information Society -- Challenges for Privacy and SecurityChallenges for Privacy and Security

Brno, 1-7 September 2008



2

P2P systems

• No client-server relation
• Architecture distributed between peers

• No central administrative control

• Cost-efficient
• No single point of failure

• Increased robustness
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New generation Peer-to-Peer applications

• From File sharing only applications we are coming to Social 
P2P and P2P TV

• P2P-Next project - the main goal is to develop an open source, 
efficient, trusted, personalized, user-centric and participatory 
television and media delivery mechanism with social and 
collaborative connotations using the emerging P2P paradigm
– Based on Tribler
– No peer in the system controls everything
– Peers cooperate collectively to achieve their goals
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Challenges in Information Privacy

• Invasion of privacy – intrusion of private spaces and influencing 
decision

• Information Collection – collection of personal information by 
some party

• Information Processing – processing of personal information by 
some party

• Information Dissemination – distribution of personal information 
by some party

(Solove, 2006)
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Privacy issues in social networks today
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• Privacy is undermined by three principal factors:

- applications do not take adequate steps to protect user priv acy

- third parties are actively seeking out end-user informatio n using the
applications

- users disclose too much
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Privacy issues in new generation 
Peer-to-Peer applications

• We can map challenges of information privacy in P2P 
applications onto three levels:
– level of an own peer 

(usage of virtual identities?)

– level of a network

(usage of mix networks, anonymous P2P?)

– level of a service provider

(everyone as a service provider)
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Thank you!
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